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(57) ABSTRACT

Methods and systems for identifying network users who com-
municate with the network (e.g., the Internet) via a given
network connection. The disclosed techniques analyze traffic
that flows in the network to determine, for example, whether
the given network connection serves a single individual or
multiple individuals, a single computer or multiple comput-
ers. A Profiling System (PS) acquires copies of data traffic
that flow through network connections that connect comput-
ers to the WAN. The PS analyzes the acquired data, attempt-
ing to identify individuals who login to servers.
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1
SYSTEM AND METHOD FOR IP TARGET
TRAFFIC ANALYSIS

CROSS-REFERENCE TO RELATED
APPLICATION

The present application is a continuation of U.S. patent
application Ser. No. 13/835,532, filed Oct. 27, 2011, now
U.S. Pat. No. 8,665,728, the disclosure of which is incorpo-
rated herein by reference in its entirety.

FIELD OF THE DISCLOSURE

The present disclosure relates generally to data communi-
cation, and particularly to methods and systems for identify-
ing users of data communication networks.

BACKGROUND OF THE DISCLOSURE

Various techniques are used for identifying users of data
communication networks, for various purposes such as user
authentication and characterization of surfing habits of web
users. Web applications usually recognize a user by user-
name and password. However, a user can be identified in
some web applications by other identifiers such as a nick-
name or an e-mail address.

U.S. Patent Application Publication 2008/0285464, whose
disclosure is incorporated herein by reference, describes a
method for communication analysis that includes monitoring
communication sessions conducted by entities in a commu-
nication network. Identifiers that identify the entities are
extracted from the monitored sessions. The identifiers
extracted from the sessions are grouped in respective identity
clusters, each identity cluster identifying a respective entity.
A subset of the identity clusters, which includes identifiers
that identify a target entity, is merged to form a merged
identity cluster that identifies the target entity. An activity of
the target entity in the communication network is tracked
using the merged identity cluster.

SUMMARY OF THE DISCLOSURE

An embodiment that is described herein provides a
method, including:

acquiring, from a network, data traffic that is associated
with a network connection;

creating a list of one or more individuals who are served by
the network connection by processing the acquired data traf-
fic; and

outputting the created list of the individuals.

In some embodiments, acquiring the data traffic includes
acquiring login and logout events that are associated with the
network connection, and creating the list includes identifying
the individuals by analyzing the login and logout events.
Creating the list may include identifying an individual on the
list by detecting one or more User Identifiers (Uls) that the
individual uses for login to one or more servers over the
network, and associating the one or more Uls with the indi-
vidual according to one or more association criteria.

In a disclosed embodiment, associating the Uls includes
detecting at least one event selected from a group of events
consisting of:

two or more Uls that are concurrently associated with
active data transfer through a given computer that is served by
the network connection;

two or more Uls having similar activity time patterns;
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2

two or more Uls that are logged in during similar time
patterns;

two or more Uls that that lexicographically similar and are
concurrently logged in;

one or more events in which two or more Uls login simul-
taneously;

one or more events in which two or more Uls logout simul-
taneously; and

a Ul that is not associated with any other UI.

In an embodiment, creating the list includes identifying an
individual who roams between the network connection and an
additional network connection, by detecting a given Ul in the
data traffic of the network connection and in the data traffic of
the additional connection. In another embodiment, creating
the list includes distinguishing between two or more of the
individuals by applying one or more disassociation criteria to
User Identifiers (Uls) that the individuals use for login to one
or more servers over the network.

In an embodiment, distinguishing between the individuals
includes detecting two or more Uls that relate to a given
application and are simultaneously associated with active
data transfer. In another embodiment, distinguishing between
the individuals includes distinguishing between first and sec-
ond groups of the Uls that do not share any common U], by
detecting an event in which all the Uls in the first group
simultaneously log out, and, after a time delay that is shorter
than a predetermined value, all the UEs in the second group
simultaneously log in.

In some embodiments, creating the list includes creating a
first list of one or more computers that are served by the
network connection, and creating a second list of the one or
more individuals based on the first list. In an embodiment, the
method includes refining the first list based on the second list.
In an embodiment, acquiring the data traffic includes detect-
ing in the data traffic events that are associated with the
network connection, creating the list includes identifying the
individuals by analyzing the events, and the events include at
least one event type selected from a group of types consisting
of computer start-up events, computer shut-down events and
service registration events.

There is additionally provided, in accordance with an
embodiment that is described herein, a method, including:

acquiring, from a network, data traffic that is associated
with a network connection;

creating a list of one or more computers that are served by
the network connection by processing the acquired data traf-
fic; and

outputting the created list of the computers.

There is also provided, in accordance with an embodiment
that is described herein, apparatus, including:

an interface, which is configured to acquire, from a net-
work, data traffic that is associated with a network connec-
tion; and

a processor, which is configured to create a list of one or
more individuals who are served by the network connection
by processing the acquired data traffic.

There is further provided, in accordance with an embodi-
ment that is described herein, apparatus, including:

an interface, which is configured to acquire, from a net-
work, data traffic that is associated with a network connec-
tion; and

a processor, which is configured to create a list of one or
more computers that are served by the network connection by
processing the acquired data traffic.

The present disclosure will be more fully understood from
the following detailed description of the embodiments
thereof, taken together with the drawings in which:
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram that schematically illustrates a
system for identifying users of a data communication net-
work, in accordance with an embodiment of the present dis-
closure; and

FIG. 2 is a flowchart that schematically illustrates a method
for identifying users of a data communication network, in
accordance with an embodiment of the present disclosure.

DETAILED DESCRIPTION OF EMBODIMENTS
Overview

In various network configurations, a given network con-
nection (e.g., an IP address) may serve a single computer or
multiple computers, which may be used by a single individual
or multiple individuals. For example, an IP address of a pri-
vate home often serves a single computer and one or few
individuals, whereas an IP address of an Internet Café typi-
cally serves a local network having multiple computers and
multiple individuals. In some applications, it is desirable to
profile the individuals and computers served by a given net-
work connection, e.g., for surveillance purposes or for mar-
keting-related network analysis.

Embodiments that are described herein provide methods
and systems for identifying network users who communicate
with the network (e.g., the Internet) via a given network
connection. The disclosed techniques analyze traffic that
flows in the network to determine, for example, whether the
given network connection serves a single individual or mul-
tiple individuals, a single computer or multiple computers.
Several example techniques and criteria for profiling network
connections are described herein.

One or more computers that are served by a network con-
nection are denoted herein as a “local network.” A network
that comprises the network connections is denoted as Wide
Area Network (WAN). The WAN typically comprises an
Internet Protocol (IP) network, e.g., the global Internet,
although the techniques described herein may be used in
other suitable network types such as an organizational intra-
net. The disclosed techniques focus on individual users,
referred to as “individuals.”

In an embodiment, A Profiling System (PS), which may be
implemented as part of a monitoring center or as part of a
network analysis server, acquires copies of data traffic that
flow through network connections that connect computers to
the WAN. As noted above, a given network connection may
serve a single computer or multiple computers, and all of
these configurations are referred to herein as “local network.”
The PS analyzes the acquired data, attempting to identify
individuals who login to servers. A given individual is often
concurrently logged in to multiple servers, using a respective
User Identifier (UI) for accessing each server. In some local
networks, e.g. those installed in offices or public places, the
individuals may occasionally use different computers and
may even connect to the WAN through more than one com-
puter simultaneously, e.g. a desktop or a laptop and a smart-
phone. In this context, the Ul is defined herein so as to include
the name of'the associated server or application, and therefore
itis typically unique in the WAN. Several examples of Uls are
given below.

In some embodiments, the PS identifies a given individual
by finding a group of one or more Uls that this individual
presumably uses for accessing servers over the WAN. Such a
UT group is denoted herein as a “cluster,” and the process of
associating Uls to form a cluster are denoted as “UI cluster-
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ing.” The PS associates Uls and relates them to specific indi-
viduals according to some “association criteria” that are pro-
vided hereinbelow in detail. Certain aspects of Ul clustering
are addressed in U.S. Patent Application Publication 2008/
0285464, cited above.

The association criteria are typically statistical and are
based on typical habits of computer users, as well as on
characteristic features of computer Operating Systems (OSs).
Relying on such factors for analyzing data traffic, which
involves multiple users and computers, may lead to statistical
errors and consequently to false clustering decisions. The PS
algorithm attempts to minimize the probability of such errors
by interpreting events that may indicate unlikely associations.
Furthermore, the PS typically runs the UI clustering process
for every local network perpetually and iteratively, while
attempting to detect variations in the observed local networks
as well as mistaken decisions that were taken and correct the
clustering process accordingly.

In some embodiments, the PS also attempts to detect Uls
that roam between local networks. Once such a roaming Ul is
detected in the acquired traffic of two or more local networks,
the PS attempts to identify the individual who uses that Ul
according to the Uls that this individual uses in the various
local networks that he or she uses to connect to the WAN.

Identification of individual users, which is achieved by the
disclosed techniques, may serve security agencies for track-
ing suspects’ locations and actions. Commercial companies
may also use the identification for characterizing habits and
preferences of the identified individuals in connecting to
remote applications in servers over the WAN. The analysis
according to the disclosed techniques also provides listing of
the computers that operate in the analyzed local networks.
This listing may, for example, help Internet Service Providers
(ISPs) to verify fair use of the Internet access that they provide
their customers with.

System Description

FIG. 1 is a block diagram that schematically illustrates a
system 100 for identifying users 104 of a WAN 102, in accor-
dance with an embodiment of the present disclosure. In sys-
tem 100, some individual users 104 connect through comput-
ers 108, a Local Area Network (LAN) 112, a network
interface 120, a network connection 116 and WAN 102 to
servers 122. The individuals typically use Uls for accessing
the servers, as described in detail hereinbelow. A local net-
work typically comprises one or more users who operate one
or more computers. Computers 108 may be, as illustrated in
FIG. 1, of various types such as a desktop, a laptop, a smart-
phone, an iPad or any other suitable computing machine.

Three computers are connected in FIG. 1 to LAN 112 as an
example. However, embodiments may include local networks
that comprise any number of computers. LAN 112 is typically
a local IP network that comprises an IP router, having Ether-
net and/or wireless access ports. Another local network
example is a direct connection of a single computer to a
network interface, as depicted in case of a computer 128.
Network interfaces 120 are typically broadband access inter-
faces that comprise an Asymmetric Digital Subscriber Line
(ADSL) modem, a cable modem, a Passive Optical Network
(PON) interface, a wireless transceiver or any other suitable
network interface.

Network connections 116 represent an access port of WAN
102, which is typically a part of some access network, not
shown in the figure. Two network connections are depicted in
FIG. 1 as an example. However, alternative embodiments
may comprise any suitable number of network connections.
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Network connection 116 is commonly characterized by some
logical identifier such as a constant IP address or Point to
Point (PPP) related login and password strings. WAN 102
typically comprises an Internet Protocol (IP) network, e.g.,
the global Internet, although the embodiments described
herein may comprise other suitable network types, e.g. an
organizational intranet, an ISP network or any combination
thereof.

Servers 122, which users 104 access through WAN 102,
typically comprise application servers with web access,
although other embodiments may comprise other server types
such as video or audio download servers, Peer to Peer (P2P)
servers wherein users are authenticated for joining P2P sys-
tems, servers of chat or instant messaging services such as
1CQ and MSN messenger, web-based e-mail servers such as
Gmail and Hotmail, servers of photo sharing services such as
Picasa, or any other suitable servers that provide any other
suitable services.

In some embodiments, a Profiling System (PS) 136 is
connected to WAN 102 through a network interface 140 and
network connection 144. Connection 144 typically comprises
a Point-to-Point connection through which WAN 102 con-
tinually conveys to PS 136 copies of data traffic that flows
through certain network connections 116. A processor 148 in
PS 136 analyzes the acquired data so as to identify individual
users as described hereinbelow in detail. PS 136 is realized, in
typical embodiments, by a general purpose server platform.
Processor 148 may be realized using one or more dedicated or
general-purpose processor cores, which run software for car-
rying out the methods described herein. The software may be
downloaded to the processor in electronic form, over a net-
work, for example, or it may, alternatively or additionally, be
provided and/or stored on non-transitory tangible media, such
as magnetic, optical, or electronic memory. Processor 148
may be alternatively realized in hardware, typically compris-
ing Field-Programmable Gate Arrays (FPGAs) and/or Appli-
cation-Specific Integrated Circuits (ASICs), which option-
ally embed one or more processor cores.

Processor 148 analyzes the acquired traffic that pertains to
a given network connection, and creates a list of individuals
that are identified as being served by this network connection.
Example techniques for distinguishing between different
users based on the acquired traffic are described below. Pro-
cessor 148 conveys the individual identification results as
well as local network computer lists to a monitoring Center
(MC) 156. The monitoring center is typically responsible for
administrative aspects that are associated with the operation
of PS 136.

The configuration of system 100 shown in FIG. 1 is an
example configuration, which is chosen purely for the sake of
conceptual clarity. In alternative embodiments, any other
suitable system configuration can also be used. The above
system description focuses on the specific elements that are
essential for understanding certain features of the disclosed
techniques. Conventional elements of system 100 in general,
and of PS 136 in particular, that are not essential for this
understanding have been omitted from FIG. 1 for the sake of
simplicity but will be apparent to persons of ordinary skill in
the art. The arrow directions in FIG. 1 represent the transfer
direction of the main information elements that were men-
tioned above, although information transfer in opposite direc-
tions may also take place.

Identification Method Description

FIG. 2 is a flowchart that schematically illustrates a method
for identifying users of a data communication network, in
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accordance with an embodiment of the present disclosure.
The method begins with a connection identification step 204,
wherein some administration entity, which is related to MC
156 and WAN 102, determines a group of target network
connections that are to be monitored. Each target network
connection is identified by some connection identifier such as
aconstant [P address or Point to Point (PPP) related login and
password strings. At atraffic acquirement step 208, WAN 102
acquires copies of the data traffic that flows through the target
connections by copying the connections traffic through a
“passive probe,” a “mirror switch port,” an “in-line tap,” any
other suitable network monitoring means or any combination
thereof. The WAN then transfers the traffic copies thus
acquired to PS 136 through network connection 144.

At a traffic analysis step 212, processor 148 in PS 136
analyzes the acquired data traffic, aiming to identify the indi-
viduals 104 who log in to servers 122. For analyzing the data
that is acquired from a given network connection 116, pro-
cessor 148 typically first tries to detect in the data various
types of occurrences such as the following:

A login event: An individual logs in to an application that
resides in some server 122 over WAN 102, using some
Layer 7 (L'7) or application specific Ul such as a user-
name, a nickname, a real name, an e-mail address, an
access code, or any other suitable Ul or a combination
thereof. A Ul is typically defined to include the applica-
tion to which the individual user is logged in, hence, it is
typically unique to the individual user. Following is a list
of some example applications: Skype, ICQ, ICQ, MSN,
MSN, AIM, AIM, Yahoo IM, Yahoo IM, SMTP, POPS,
IMAP, SIP, SIP, Hotmail, Yahoo, IRC, IRC, Facebook,
Gmail.

A login state: The session that started with a login event is
still being maintained. This state refers to the logged-in
individual, as well as to the associated UI.

An active Ul: a Ul that is associated with a session that
currently involves data transfers to the server, wherein
the transfers are initiated by the logged-in individual.
This definition typically does not apply to data transfers
that are initiated by an application that runs on the indi-
vidual’s computer, such an Ajax or Javascript.

Registration: An individual signing up for a service. This is
a rare event but once it occurs it can relate Uls to other
personal details.

After detecting occurrences of the above types, processor
148 logs them and attempts to either prove or disprove rela-
tions between them, as described hereinbelow in detail. In an
embodiment, an occurrence is logged in a 3-tuple form [UI,
occurrence type, occurrence time].

At a list creation step 216, processor 148 attempts to list,
according to the acquired data traffic, computers that send
messages to servers through each monitored network connec-
tion 116. The processor typically performs this task according
to computer identifiers and computer-related attributes that
are included in some messages that the computers output.
Such attributes may comprise, for example, Hyper-Text
Transfer Protocol (HTTP) UserAgent and cookie headers.

Other computer attributes may be detected when a com-
puter starts up or shuts-off (e.g., when a starting-up computer
checks for software version updates). Computer listing com-
prises also assessing the number of computers that are con-
nected to a network connection that is being investigated.
Several Uls that log out simultaneously, for example, may
indicate shutdown of a computer. Hence, a sequence of sev-
eral consecutive shutdown events may roughly indicate a
minimal number of computers that are connected to the local
network.
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Listing computers that are connected to a given LAN 112
also typically comprises classification of the local network
according to the usage of the computers by individual users.
Individuals identification, which is necessary for the classifi-
cation, is described hereinafter. The identification results are
available at step 216 due to a flowchart path 236 that is
described hereinafter as well.

At a clustering step 220, processor 148 attempts to identify
a given individual, who is connected to a given local network,
by finding a group of one or more Uls, i.e. U1, UI2 . . .,
denoted as “cluster” that this individual presumably uses for
accessing applications that reside in servers over the WAN. A
cluster of a specific individual is denoted as “Individual Iden-
tifier Group” (IIG). An IIG that consists of a single UI is
denoted as I1. The process and method of associating Uls to
form a cluster are denoted as “Ul clustering” In some
embodiments, processor 148 associates Uls and relates them
to a specific individual according to the following association
criteria:

Detecting a UI2 that is concurrently active with some UI1/
IIG on the same computer. The concurrency time reso-
Iution depends on the associated applications.

Detecting a UI2 with activity time pattern similar to that of
some UI1/IIG, during a sufficiently long time period,
while the Uls are not necessarily associated with the
same computer. This criterion may pertain, for example,
to an individual who is concurrently connected to dif-
ferent servers through a desktop and a smart-phone.

Detecting a UI2 with login state time pattern similar to that
of' some UI1/IIG, during a sufficiently long time period,
while the Uls are not necessarily associated with the
same computer. The required time resolution and period
are typically longer than in the previous criterion.

UI2 is concurrently logged in through the same computer
as UI1/1IG, typically to different applications, and lexi-
cographically resembles UI1/IIG.

UI2 is concurrently logged in through the same computer
as UIV/IIG, typically to different applications, while
there is no lexicographical resemblance between UI2
and UIV/IIG. This criterion may sometimes be weaker
than the previous one since an individual can leave a
computer, which serves more than one user, without
logging out from an application, and another individual
can later login to another application through the same
computer.

UI2 and UI1/11G are concurrently logged in, not necessar-
ily through the same computer, typically to different
applications, and UI2 lexicographically resembles UI1/
IIG. The certainty of this criterion by itself is relatively
low since it may lead to false conclusions in case of
resembling individual names, either by chance or due to
impersonation.

Detecting several events in which UI2 login simulta-
neously with UT1/IIG, typically to different applica-
tions. In an embodiment the simultaneity resolution is
about a few seconds. Such detection is quite a probable
indication that an individual starts using a computer and
logs in to multiple servers. A computer identifier is not
necessary for this criterion.

Detecting several events in which UI2 logouts simulta-
neously with UIV/IIG, typically from different applica-
tions. The certainty of this criterion is higher the more
such events are detected within a given time period, and
if lexicographical resemblance between UI2 and UI1/
1IG is detected as well.
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Processor 148 declares a UI2 to be a single member I1G, i.e.
an I, if UI2 is active from time to time but has not been
associated with any UI1/IIG during a given time period,
e.g. several days or weeks.

Detecting several Uls in a single acquired message or ses-
sion. An example of such an association is a login name
and a real name in Instant Messaging (IM) that occur in
the same login message. Another example is Multipur-
pose Internet Mail Extensions (MIME) email address
and POP3 login name which occur during the same
POP3 session.

As shown in FIG. 2 the computer list that processor 148
creates in step 216 also affects clustering step 220. As an
example, a large number of computers in a local network
would increase the probability that independent events,
which relate to different computers, would occur within a
given short period of time.

At a separation step 224, processor 148 separates [IGs that
it finds as pertaining to different individuals. The processor
bases such decisions on “disassociation criteria” such as:

UI2 is simultaneously active with UI1 though both pertain
to the same application. The rationale of this criterion is
that a Ul is normally unique in an application and an
individual is seldom active simultaneously in more than
one application. This criterion may not be valid in case
of some specific applications.

A groupl of several Uls simultaneously logs out and after
apredefined short delay a group2 of several Uls logs in,
wherein both groups do not share a common UI. The
rationale of this criterion is that such an occurrence may
indicate Operating System (OS)-user change on a com-
puter, thus group1 Uls and group2 Uls probably pertain
to different I1Gs respectively.

At a classification step 226 processor 148 attempts to clas-
sify the type of each local network that it investigates accord-
ing to the computer list, the identified individuals and the
logged occurrences. Following is a list of typical local net-
work types:

Single computer

Single—single individual using the computer

Hotseat—more than one individual using the computer
(but not a large number of individuals), all using the
same OS user

Multi-user hotseat—more than one individual using the
computer (but not a large number of individuals),
description typical scenario indicative of an Internet
Cafe

Network—A small number of computers
Personal network—Single individual using the net-

work—e.g. could be a home laptop+IPhone. Charac-
terized by enough personal identities being used
throughout activities of different computers.

Separated network—FEach computer commonly used by
one individual.

Shared network—Computers used interchangeably by
several (but not many) individuals.

Closed public network—Computers used by changing
individuals. This would be a good description of an
Internet café with computers on-site.

Open Public network—Many computers, many individu-
als. This would be a good description of a public WiFi-
hotspot, hotel with Internet connections for laptops etc.

At a tracking step 228, processor 148 tracks variations in
each monitored local network. Parameters that can change in
a given local network may comprise, for example, identity of
individuals who actually connect to the local network, Uls
that are in use, number of computers, computer attributes,
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local network type etc. Processor 148 updates the analysis
correspondingly and continues it iteratively as illustrated by
loop path 236 in the flowchart. A particular kind of local
network variation is roaming of a specific Ul between local
networks. Once such a roaming Ul is detected in the acquired
traffic of two or more network connections 116, the processor
attempts to identify the individual who uses that Ul according
to all the Uls that he presumably uses in the various local
networks through which he uses to connect to the WAN. At a
characterization step 232, processor 148 further analyzes the
monitored data traffic for characterizing habits and prefer-
ences of the identified individuals in connecting to remote
applications in servers over the WAN.

For a given monitored network connection, processor 148
may provide various outputs. For example, processor 148
may output a list of individuals that are identified as served by
the network connection, a list of computers that are identified
as served by the network connection, an indication of the class
to which the network connection belongs (e.g., single-com-
puter single-user, single-computer multi-user, multi-com-
puter multi-user), or any subset of these output types.

The flowchart shown in FIG. 2 is an example flowchart,
which is chosen purely for the sake of conceptual clarity. In
alternative embodiments, any other suitable flowcharts can
also be used for realizing the disclosed methods. In particular,
the above clustering and exclusion criteria were given only as
example criteria and other or different criteria can be used in
other embodiments. Although the embodiments described
herein mainly address individual user identification systems,
the methods and systems exemplified by these embodiments
can also be used in other applications that involve user and
network elements identification.

It will thus be appreciated that the embodiments described
above are cited by way of example, and that the present
invention is not limited to what has been particularly shown
and described hereinabove. Rather, the scope of the present
invention includes both combinations and sub-combinations
of the various features described hereinabove, as well as
variations and modifications thereof which would occur to
persons skilled in the art upon reading the foregoing descrip-
tion and which are not disclosed in the prior art.

The invention claimed is:

1. A method, comprising:

acquiring, from a network, data traffic that is associated

with a network connection;

analyzing the data traffic so as to identity individual users

by detecting one or more User Identifiers (Uls) that the
individual uses for login to one or more servers over the
network, thereby forming a UI cluster;

associating the one or more Uls with the individual accord-

ing to one or more association criteria;

creating a list of one or more individuals who are served by

the network connection by processing the acquired data
traffic; and

outputting the created list of the individuals.

2. The method according to claim 1, wherein acquiring the
data traffic comprises acquiring login and logout events that
are associated with the network connection, and wherein
creating the list comprises identifying the individuals by ana-
lyzing the login and logout events.

3. The method according to claim 1, wherein the associa-
tion criteria are statistical and are based on typical habits of
computer users.

4. The method according to claim 3, wherein associating
the Uls comprises detecting at least one event selected from a
group of events consisting of:
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two or more Uls that are concurrently associated with
active data transfer through a given computer that is
served by the network connection;

two or more Uls having similar activity time patterns;

two or more Uls that are logged in during similar time

patterns;

two or more Uls that that lexicographically similar and are

concurrently logged in;

one or more events in which two or more Uls login simul-

taneously;

one or more events in which two or more Uls logout simul-

taneously; and

a Ul that is not associated with any other UI.

5. The method according to claim 3, wherein creating the
list comprises identifying an individual who roams between
the network connection and an additional network connec-
tion, by detecting a given Ul in the data traffic of the network
connection and in the data traffic of the additional connection.

6. The method according to claim 1, wherein creating the
list comprises distinguishing between two or more of the
individuals by applying one or more disassociation criteria to
User Identifiers (Uls) that the individuals use for login to one
or more servers over the network.

7. The method according to claim 6, wherein distinguish-
ing between the individuals comprises detecting two or more
Uls that relate to a given application and are simultaneously
associated with active data transfer.

8. The method according to claim 6 wherein distinguishing
between the individuals comprises distinguishing between
first and second groups of the Uls that do not share any
common Ul by detecting an event in which all the Uls in the
first group simultaneously log out, and, after a time delay that
is shorter than a predetermined value, all the UEs in the
second group simultaneously log in.

9. The method according to claim 1, wherein creating the
list comprises creating a first list of one or more computers
that are served by the network connection, and creating a
second list of the one or more individuals based on the first
list.

10. The method according to claim 9, and comprising
refining the first list based on the second list.

11. The method according to claim 1, wherein acquiring
the data traffic comprises detecting in the data traffic events
that are associated with the network connection, wherein
creating the list comprises identifying the individuals by ana-
lyzing the events, and wherein the events comprise at least
one event type selected from a group of types consisting of
computer start-up events, computer shut-down events and
service registration events.

12. Apparatus, comprising:

an interface, which is configured to acquire, from a net-

work, data traffic that is associated with a network con-
nection; and

aprocessor, which is configured to analyze data traffic so as

to identify individual users by detecting one or more
User Identifiers (Uls) that the individual uses for login to
one or more servers over the network, thereby forming a
UI cluster, and to associate the one or more Uls with the
individual according to one or more association criteria;
and to create a list of one or more individuals who are
served by the network connection by processing the
acquired data traffic.

13. The apparatus of claim 12, wherein the association
criteria are statistical and are based on typical habits of com-
puter users.
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14. The apparatus according to claim 13, wherein the pro-
cessor is configured to associate the Uls by detecting at least
one event selected from a group of events consisting of:

two or more Uls that are concurrently associated with

active data transfer through a given computer that is
served by the network connection;

two or more Uls having similar activity time patterns;

two or more Uls that are logged in during similar time

patterns;

two or more Uls that that lexicographically similar and are

concurrently logged in;

one or more events in which two or more Uls login simul-

taneously;

one or more events in which two or more Uls logout simul-

taneously; and

a Ul that is not associated with any other UI.

15. The apparatus according to claim 13, wherein the pro-
cessor is configured to identify an individual who roams
between the network connection and an additional network
connection by detecting a given Ul in the data traffic of the
network connection and in the data traffic of the additional
connection.

16. The apparatus according to claim 12, wherein the pro-
cessor is configured to distinguish between two or more of the
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individuals on the list by applying one or more disassociation
criteria to User Identifiers (Uls) that the individuals use for
login to one or more servers over the network.

17. The apparatus according to claim 16, wherein the pro-
cessor is configured to distinguish between the individuals by
detecting two or more Uls that relate to a given application
and are simultaneously associated with active data transfer.

18. The apparatus according to claim 16 wherein the pro-
cessor is configured to distinguish between first and second
groups of the Uls that do not share any common Ul, by
detecting an event in which all the Uls in the first group
simultaneously log out, and, after a time delay that is shorter
than a predetermined value, all the UEs in the second group
simultaneously log in.

19. The apparatus according to claim 12, wherein the pro-
cessor is configured to create a first list of one or more com-
puters that are served by the network connection, and to create
a second list of the one or more individuals based on the first
list.

20. The apparatus according to claim 19, wherein the pro-
cessor is configured to refine the first list based on the second
list.



